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1. Overall Description:

SA3 thanks GSMA for the LS on ‘CVD Doc 2019-0018_001 Handling of UE radio network capabilities in 4G and 5G from GSMA CVD Governance Team’. SA3 discussed the security threat and agree that if UE radio network capability parameter is not protected, multiple parameters about the UE can be extracted, and user privacy can be compromised.

SA3 also thanks RAN2 for the LS R2-1908467/ Reply LS on Handling of UE radio network capabilities in 4G and 5G and confirming that the RAN2 specifications for LTE (Rel-15 as well as previous releases) and NR already allow running the UECapabilityEnquiry procedure after activation of security. SA3 recommend RAN2 to make necessary changes to LTE (Rel-15 as well as previous releases) and NR specifications to allow UEcapabilityEnquiry procedure only after enabling AS security, with the only exception of emergency calls.
2. Actions:

To RAN2 group.

ACTION: 
RAN2 to make the necessary updates to the specifications that network implementation shall enable security for UECapabilityEnquiry procedure, except for emergency calls.
To GSMA CVD Governance team.
Action:  Take the above information in to account.
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